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6 instance_no QIAEA MG Y integer
patient(ZHXHHE)
7 age_group Ly Y string | [H] &xX
8 diagnosis Ty Y string | [H] &%
. . . o

9 | pneumonia_type HERA string l::g:iiﬁ{igﬁg SLLUS,
10 report TS string
11 sex a4 Y string | M:H, F:04

. 1AI002F: 0~1170
12 age L1O| string 1*1:0:6*3 1*1|~1g*1|
13 height 7| number | cm
14 weight =7 number | kg

mask_image(0{'=E|0|A 0]0|X])

15 | org_dicom_file = SEIYUAZ Y string
16 | body_part_mask Qj;g— %Déé%l Y string
17 lesion_part_mask gﬁjggéé;g string
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{ Annotation GilA| )

{
"project_code": "D74",
"identifier": "H07_00690_01",
"dicom_info": {
"modality": "CR",
"study_id": "00000",
"series_no": 1,
"instance_no": 2
|3
"patient": {
"age_group": "A1",
"diagnosis": "05",
"oneumonia_type": "3",
"report": "Slightly accentuated peribronchovascular markings, especially right lung.”,
"sex": "M",
"age": "07HE",
"height": 39.5,
"weight": 1.3
|3
"mask_image": {
‘org_dicom_file": "D74/05.H&.A1.0-274&/H07_00690_01/org/H07_00690_01.dcm",
"body_part_mask": "D74/05.HZ.A1.0-270€/H07_00690_01/mask/H07_00690_01.png",
"lesion_part_mask": "D74/05.1&.A1.0-274&/H07_00690_01/mask/H07_00690_02.png"

}
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OISR DE0M K2 SI42 |eaf LE0)| CEGH= HEZIULSE OAIZIY 71540 3Lt
# IO M T= GA|

import numpy as np
import matplotlib.pyplot as plt
from skleamn.ensemble import IsolationForest

# U AHOIE K| &
state_value = np.random.RandomState(20)

# k5 HOJE] M
X =0.3 * state_value.randn(100, 2)
X train = np.r_[X+2, X-2]

# Sriafat Hizst HIO|E =7+
X =0.3 * state_value.randn(20, 2)
X test =np.r_[X+2, X-2]

# BHEO[X| 242 CIOJE F7KRISER! 0zt 71518 i)
X outliers = state_value.uniform(low=-4, high=4, size=(20, 2))

# IsolationForest 22 PIS7 |
isol = IsolationForest(max_samples=100, random_state=state_value)

# DIS01 = L0 B0 22E g
isol.fit(X_train)

y_pred_train = isol.predict(X_train)
y_pred_test = isol.predict(X_test)
y_pred_outliers = isol.predict(X_outliers)

# MZ HI0JE % 7 7k2 WS HHH0| E2Y

xx, yy = np.meshgrid(np.linspace(=5, 5, 50), np.linspace(-5, 5, 50))
7 = isol.decision_function(np.c_[xx.ravel(), yy.ravel()])

7 = Z.reshape(xx.shape)

# THHA AOI= ol U EIOIE 2R
plt.figure(figsize=(12, 8))
plt.title("Isolation Forest Outlier visualization edited by Clary K')

# Sk& HI0JE], HIAE HOJE, 252t H0IH 22t AHEE=E

plt.contourf(xx, yy, Z, cap=plt.cm.binary)

ob1 = plt.scatter(X_train[:, 0], X_train[:, 1], c="white", s=20, edgecolor="k")
ob2 = plt.scatter(X_test[:, 0], X_test[:, 1], c="yellow', s=20, edgecolor="k")
ab = plt.scatter(X_outliers[:, 0], X_outliers[:, 1], c="red", s=30, edgecolor="k")

#X vy HeI R[S L X1

plt.axis("tight")

plt.xlim((=5, 5))

plt.ylim((=5, 5))

plt.legend(
[ob1, ob2, ab],
["training observations", "test observations', "new abnormal observations'],
loc="upper left",

plt.show()
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Isolation Forest Outlier visualization edited by Clary K

o training observations
o testobservations
@ new abnormal observations
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T, =@ (t)/acl (t—1)
@02 B0 Uy 2IIol= 5, 2 TS| H(r,) et

r
1—i,0<ri <r,

— i o =
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i

Lr, =7,
m

3 UM LEES 5, 2 HEZON sl £ M=
E =s, X]ldmc[aci (t)sz; (t—l)]",O <pu<l

pe TR 27t E 0| DIRl= SIS ZEIC, 17t 00[H, Helo] 7ot 4330l E= S
Lot 71N, p7k 1013, Helo| 27t B0 2 Seks =L,
@ £ 0 Thofl CFSt 20| dy , dy S AESICE

DQ1 = Max (EM — Ele | AEMl )

DQa = Mox (EQ:‘ —E, | AEMl )
B2 BB B, 2 FARIMERN, 5,2 MBMESHE OB, AL 427/01
UstHoR 0058 B
© ORZL ol 7S Chem 2t

(B, — i,y By+Aly)

O B HI9IE ZEOI= MAZOID|, UIROR 62 HBITt
Hidiroglou-Berthelot %2 BIZ0 Ciioh ALER| HRUS ZE3104 MRS o= SHK 7FE0]

TOGIX| Q0L ZFI0F B A7 24T, A1 IR0| it
#RH-B Y& F= OA|

install.packages("univOutl’)
library("univOutl’)

# H0| 500[1, HEHEAP | Q! HrHRIE =gt 3071 x0 HIE 444
set.seed(222)

x0 ¢~ morm(30, 50, 5)

# x0 HIE 1201 NA 2

x0[1] <= NA

# = A= 2L THEE

set.seed(333)

# 24 0.9, ZIH 1.201 RUIE 25 2k 3071 rr HlE] 4
rr {=runif(30, 0.9, 1.2)

# rr BB 108101 2 7 & (2N ORAZL AN 218D

rr[10] - 2

# X0 HIE{O]| rr HIE{S S510] x1 HIE 444

x1{=x0*rr

# x1 HIE] 208101 0 2k &I (LM ORAZL A 218D

x1[20]1 -0

# 5 70| TH2 ARI0l 27 & HO[Ef2] Ozt 24X
out ¢~ HBmethod(yt1 = x0, yt2 = x1)

# HQIEl AEXHEA [NA or 0]

out$excluded

# HIZ2| Y%k [ratio —) yt1/yt2]
out$median.r

# E-TE AIBS10] OIS 27| floh AEE Aot 2 Sfst.
out$bounds.E

# E-Ta7t SIS SI0|LITH OAZIe = 71
Oout$outliers
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cbind(xOlout$outliers], x1[out$outliers])
out {~ HBmethod(yt1 = x0, yt2 = x1,
return.dataframe = TRUE)
out$excluded
head(out$data)
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CHSH CHst Z=1} 3T 22 = HopSkipJump, FGSMPest Gradient Sign Method - 4 rjinj & \Nagner,

Crafting Decision Tree, Zeroth Order Optimization S0| O|2XMO 2 7155122 F0|o10{0f SiCt
[16].

3, 2N B, LR S SOl tiet HUH S240] =2
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57| 9IoH 2 HiX| £ EE M HOIES ASSH Hu St
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= FGSM, HopSkipJumpAttack

adversarial training

* Gradient Masking
ZAXt=E &HS DHIO| S SHIE2A AlY ?E*—’,“— o=Z 7|=29 (Distillation)
2J2 Cl|O|E{0i| CHoH D|=23t Xt0|2| 0|25 F71o10] &= 1
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* Feature Squeezing
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v He SO0 2R HeoHK| RAIZH AP S0L T B2 VISKIE Be d
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. SMOTESythetic Minority Over-sampling Techmque[31 ]
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« ADASYNAdeptive Synthetio Sampling[33]
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S
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v QEAA 2I0|H2{2|E GitHubOlIM &t2| £0[2HH, 2EF Ol 7Lt Pull Request &=, OFA|24
75 YA| S2 Sl LEAA JNU0| L0t EUSHA| O|F0X| 1L X[&5HAM UTE 7ts40] O
FEQIX| mpotet 4~ ULt

v 1 HI0|E S QEAALL U E StackOverflow B2 &4, QEAA CF22E 4= Google Z2

S ot 288 SdliM sig 2fo|E212]| 9 EMst HEE Stolg o~ ULt
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(GitHub X =4 0lAl(2023.01.11. 7I&))

* IEXQI 7|AH|&kg 20| 22| PyTorch, TensorFlow, Keras, SSLAMIS 2 H20.ai= CHEE 2|2 2040
NE ARRE|H, 0|20 = o= 200 £t SSLAMIS, MONAI, nnU-Net, ITK, MedSeg S0| ZXHSHCY.
- MONAI: ‘Medical Open Network Al'2] 2f{=Z, PyTorch 7|20|H, 2|z FA MSSHE0| XX 3}HE
- nnU-Net: 5 & S ME((DKFZ)Q| o2 F4 ZFE 2M0M SAICH, =2 3D 42|5} 0|0]X| &
ol A2

- ITK: ‘Insight Toolkit' | 2f0{2, 2|2 H4 X2|0f| £}

- MedSeg: F/2 TisfH 0| o|= 0[0|X| 3! G|O|Ef 24 HAA0M EAGIAUCH, o= 0|0|X|0] CHS
2 FMo= 3D HEFW MFUS Eolll Hotoh= O A8dle A2 =H= &

- H20.ai: Hadoop X Spark2t S&tE QEAA 7|/skE 2i0|E2{2]. T2 e 2 AfY| At
IHLE|UCLY, Ol OFEE|AH 02| ZHAF 2401= AFZE

mjo
HT

SIS NN

- SSLAMIS: 53 T} 25} 7| T80 717 & 7| B3t 0|2 QIBRKS Gt SAHOH, T
B XIS 0|0JX| 28 2XO2 ASE
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201522 MONAI [nnU-Net
QF Ol 7H= 221 211 218 2 9,765 = 2,100 - 15
Pull Request %= 30 14 31 - 785 260 62 -
OpX|at 78] QA 22.01.11 22.09.19 23.01.11 21.07.14 23.01.11 23.01.11 23.01.05 23.01.12
Contributor % 132 30 271 5 2690 3275 166 3
Used % 618 62 - - 190540 232,284 - -
Star 4= 3,700 3,191 1134 14 61,500 170,000 6,100 1,269
StackOverflow &2 4= 23 12 530 1 20,076 80,534 1,841 -

* S20 Chte] 20| 212] MedSegls SIS HES IS 24/ WS 4 QIOUH 32l A7LA0 M Xz
W5t edel & 5 US
{Google TrendsE S8t &2l 4 0fA|(2023.01.11. 7|&))

s HMA 7IE, X6, 74 7| 222]0ilA MONAI, nnU-Net, ITK, MedSeg SHA MONAI2}ITKS| £3]
7t 23 O ZH(ITKE S30/2017t ZOEM AT EQ0] =X HAMO = SHHSH] H| ).

o B » o +

HAA AL 54 - 2%~ HAHY

@ =0 ol BiRol= B0l ZHI7 25 BeiElof Yoo, of £ Bge A2 (t2A S A6l gob=7]
Az =0 M2 By s O ¥ o<

i LI i Iy
- 2018.1.14. 2019.9.22 2021.5.30.

MONAI, nnU-Net, ITK, MedSeg?2| Z M| 7IZ Xt 53 242 7HE| 12| Lf HMO| 23| (B ) H3t

« OhBtRI= 7|&, K| 51, 742 ZHE| 22|04 MONAI nnU-Net, ITK, MedSeg S0|IA MONAIS| =3
27171 2(TKE S30(2017F HOM ATZEQ|0] X 20 2 SRS H|w).

PART 02. 2713 2 =5t 99



MONAI nnU-Net ITK MedSeg

2 2 2==qof ® &
gReR +  AWsav A v gAM v
@ =001 HTE A0l A7 2T BHE0 9100, 0 £ #5E M2 C2H SR Rl 20
NZHEE0| M2 By He ) Fog

| Wi
2021. 5.30.

= 2018.1.14.

MONAI, nnU-Net, ITK, MedSeg2| Li5t2I= 71F X|'ch 61 242 FHE| 12| L HMO] 23] (2l ) M3t

{Papers with Codes &4 0A|(2023.01.11. 7|&))

n“] Sasrch Q Browse State-of-the-Art  Datasets  Methods  More ¥ g% signin
2 Medical
. .

Medical Image Segmentation e
425 papers with code « 36 benchmarks « 34 datasets
Medical image segmentation is the task of segmenting objects of interest in a medical image.
( Image credit: IVD-Net )
Benchmarks Add a Result
These leaderboards are used to track progress in Medical Image Segmentation
Trend Dataset Best Model Paper Code Compare
17 KvasirSEG SEP & m Content
i~ cvccinkps ESFPNet-L s 0 © Introduction

""" 1= Benchmarks
- E Datasets
H 1 See all
i cvecoenos ResUNet+++TTA 5 0 i

[ Libraries

LT ETIS-ARIBPOLYPDB ESFPNet-L B O [ Papers

““““ - Most implemented
— . » o - Social
. Synapse multi-organ CT Swin UNETR <LRhRRE

- No code

T MoNuseg WiT-L B O
t il Automatic Cardiac Diagnosis Challenge (ACDC) nnFarmer [ ] [¢]
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i~ 7018 Datascience Bowl DuAT B 0 m
/ Glas HistoSeg B 0 m
©" BKAIGH NeoPolyp-small TGANet B O m
Show all 36 benchmarks
Libraries © i
Use these libraries to find Medical Image madels and ions :
©) PaddlePaddle/PaddleSeg 10 papers 6,239 %
© Hilab-git/SSLAMIS 8 papers 1267 % :
©) black0017/MedicalZooPytorch 4 papers. 1242 % :
©) rezazad68/BCDU-Net 4 papers 532% 4
€ frgfm/Holocron 4 papers 257 %
©) GewelsJI/PNS-Net 3 papers 86 %
©) lucidrains/imagen-pytorch 2 papers 5999 % :
© Project-MONAI/MONAI 2 papers 3,700 % :
) MIC-DKFZ/nnunet 2 papers 3191 %
©) divamgupta/image-segmentation-keras 2 papers. 2,638 %
©) perslev/MultiPlanarUNet 2 papers 177 % :
Q) cherise215/maxstyle 2 papers 25% _
Collapse 12 libraries.

Papers with Codes Ll Medical Image Segmentation Z2| £ Zu} - ]
=20t 21 MBEl= 2lo|22{2| 55, HXEH =F = Y AE 5 S0l :
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TensorFlow CVE 0|A[(2023.01.11. 7|&)

« DogPenial of Service pouy xjokst HE0| ZXHSH= HOR2 EATT(31.0%), Overflow YBE EXsH=
ZHOZ 24(18.4%)

o HIE HOF X|OFEH S

g =

|%
=

2021 & 201 2401l 2022401l B 1642122 SHS0 MZRAL F0|A Q] =Ot

S0l o= F& O|R0X= A2 24

Vulnerability Trends Over Time

R e AT T e N e R -
Splitting

2019 7 1 1 4

2020 35 5 2 8 3

2021 201 a1 & 38 1 1 8 1

2022 164 78 2 25 4

Total 407 126 1 s a 1 12 1

% Of All 31.0 27 18.4 1.0 0.0 0.0 0.2 0.0 2.9 0.2 0.0 0.0 0.0

Warning : Vulnerabilities with publish dates before 1999 are not included in this table and chart. (Because there are not many of them and they make the page look bad; and they may not be actually published in these

years.)

lies By Year
Clan1g7 MDenial of Service 126
W20z Mexecute Cote 11
W 2021 201 W Overfiow 75
W20z 104 M memory Cormuption 4
I Directory Traversal 1

[ Bypass Something 12
[ ain Information 1

By Type
128
75
nI1 12
|| S

2019~202247X| Tensorflow 2

-
‘A

AA 2l0|E2{2|9| CVE HOt FH 2 A}

PyTorch CVE 0fA(2023.01.11. 7|&)
* HOF XOkM B ZmL 20221 1749] HOt

* Code Execution 22t 2|&: 0] HHOA eval =7t QEHSHK| 2| AL E|7| THZ0] torch.jit.annotations.

2l80| W

parse_type_linetlA] Q2|9 T AMshS Qubst 4~ QIS
Vulnerability Trends Over Time
#of Code ‘Memory Sal Directory HED Bypass. Gain Gain File #of
Year itie Dos Execution Overflow it Injection x5 Traversal ns;?:;: ‘something i Privileges CSRE Inclusion exploits
2022 1 1
Total 1 1
% Of Al 0.0 100.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Warning : Vulnerabilities with publish dates before 1999 are not included in this table and chart. (Because there are not many of them and they make the page look bad; and they may not be actually published in those
years.)
lies By Year ies By Type
, Mz + Mseouecosn
2022'4 Pytorch QEAA 2t0|H2{2| CVE HOt F{oFd 2A Zq}
20224 &7 $t= — CWE-94: Failure to Control Generation of Code(‘Code Injection’)
v HO QI LI AEAIS] U0 ZE F20| Bt TS 51E0tH JAXI AZEQ|0{9] O|=F H|0f
SES HEoh= WAo= FEE AMS = Qo0 QIBK|s AARIC| 2AF 52 R = US
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Model Facts

Model name: Deep Sepsis
Version: 1.0

Summary

This model uses EHR input data collected from a patient’s current encounter at the hospital to estimate the
probability that the patient will meet sepsis criteria within the next 4 hours. It was developed in 2016-2019
by the Duke Institute for Health Innovation. The model was licensed to Cohere Med in July 2019.

Mechanism
= Qutcome Sepsis within the next 4 hours. See (1) for sepsis criteria
= Qutput 0% - 100% probability of sepsis occurring in the next 4 hours
= Patient population all adult pati >18 y.o0. presenting to DUH ED and admitted
= Time of predicti every hour of a patient’s encounter
= Input data Epic data extracted from Clarity
= Input data type demographics, analytes, vitals, medication administrations
= Training data location and time-period DUH, 10/2014 — 12/2015
= Model type Recurrent Neural Network

Validation and performance
e Retrospective: 20% random held out set from 10/2014 — 12/2015, AUROC 0.882
e Temporal: 6-month temporal validation set of ED visits at DUH between 03/2018 — 08/2018, AUROC
0.943
e Prospective: TBD
e External: TBD
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5. Device Description
Intended Use

The Fitbit Irregular Rhythm Notifications feature is a software as a medical device (SaMD).
The Fitbit Irregular Rhythm Notifications feature analyzes pulse rate data to identify heart
rhythms that are consistent with atrial fibrillation (AFib) and if identified, provide a notification
to the user.

Technological Characteristics

The Fitbit Irregular Rhythm Notifications consists of an algorithm that classifies pulse rate
data, and a mobile application run within the Fitbit app that serves as the user interface (Ul)
and device display.

The Fitbit Irregular Rhythm Notifications leverages pulse rate data collected from compatible
commercially available, general purpose wrist-worn products (e.g., smartwatch or fitness
tracker). Photoplethysmograph (PPG) sensors consist of light-emitting diodes (LED) and
photodiodes that detect changes in blood flow of a user's vasculature at any given moment.
When the heart beats, it sends a pressure wave through the vasculature causing a blood
flow increase. By monitoring the fluctuations the consumer wrist-worn products can measure
pulse rate data. When the user is still the sensor detects when individual pulses reach the
periphery (i.e., wrist) and measures beat-to-beat intervals.

If the analyzed data are consistent with signs of atrial fibrillation, a notification indicating that
a heart rhythm showing signs suggestive of AFib will be displayed to the user. The Fitbit
Irregular Rhythm Notifications will only surface a notification of a heart rhythm showing signs
of AFib once in a 24-hour period.

The Fitbit Irregular Rhythm Notifications mobile app functions within the Fitbit consumer
application and is run on a compatible, user-provided general purpose mobile computing
product (e.g., smartphone or tablet). The Fitbit Irregular Rhythm Notifications mobile app
serves as the display/user interface for the Fitbit Irregular Rnythm Notifications.
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Subject Device Information

Name of Device: Fitbit Iregular Rhythm Notifications

Common or Usual Name: Irregular Rhythm Analysis Software

Classification Name: Photoplethysmograph Analysis Software For Over-The-Counter
Use

Regulatory Class: Class ||

Product Code: QDB - 21 CFR 870.2790

Predicate Device
Apple Inc., Irregular Rhythm Notification Feature
(DEN180042)

Indications for Use

The Fitbit Irregular Rhythm Notifications is a software-only mobile medical application that is
intended to be used with compatible consumer wrist-worn products to analyze pulse rate
data to identify episodes of irregular heart rhythms suggestive of atrial fibrillation (AFib) and
provide a notification to the user.

The Fitbit Irregular Rhythm Notifications is intended for over-the-counter (OTC) use. It is not
intended to provide a notification on every episode of irregular rhythm suggestive of AFib
and the absence of a notification is not intended to indicate no disease process is present;
rather the Fitbit Irregular Rhythm Notifications is intended to opportunistically surface a
notification of possible AFib when sufficient data are available for analysis.

These data are only captured when the user is still. Along with the user’s risk factors, the
Fitbit Irregular Rhythm Notifications can be used to supplement the decision for AFib
screening. The Fitbit Irregular Rhythm Notifications is not intended to replace traditional
methods of diagnosis or treatment.

The Fitbit Irregular Rhythm Notifications has not been tested for and is not intended for use
in people under 22 years of age. It is also not intended for use in individuals previously
diagnosed with AFib.
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API Application Programming interface

ETSI European Telecommunications Standards Institute
GEN Graph Extrapolation Network

LDA Linear Discriminant Analysis

MLOps Machine Learning model Operationalization management
LRP Layerwise Relevance Propagation

NIST National Institute of Standards and Technology

LSTM LongShort Term Memory

SimCLR Simple framework for Contrastive Learning of visual Representations
SVM Support Vector Machine

ADASYN Adaptive Synthetic Sampling

Al Artificial Intelligence

AIMI Artificial Intelligence in Medicine and Imaging

ALTAI Assessment List for Trustworthy Artificial Intelligence
AUC Area Under the Curve

AWS Amazon Web Services

BDPL Boundary Differentially Private Layer

CAD ComputerAided Detection

CAM Class Activation Map

CDS Clinical Decision Supporting

CNN Convolutional Neural Network

Csv Comma Separated Values

CT Computed Tomography

CUSUM Cumulative Sum

CVE Common Vulnerabilities and Exposures

DICOM Digital Imaging and Communications in Medicine
DVC Data Version Control

EC European Commission

ECG Electrocardiogram

EMR Electronic Medical Record

EPRS European Parliamentary Research Service

ETRI Electronics and Telecommunications Research Institute
EU European Union

EWMA Exponentially Weighted Moving Average
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EWS

Early Warning Scores

FDA Food and Drug Administration

GAN Generative Adversarial Networks

IBM International Business Machines Corporation
ICT Information and Communication Technology
IEC International Electrotechnical Commission
IEEE Institute of Electrical and Electronics Engineers
iForest Isolation Forest

IMDRF International Medical Device Regulators Forum
loU Intersection over Union

IP Intellectual Property

IRB Institutional Review Board

ISO International Organization for Standardization
ITK Insight Toolkit

JPG Joint Photographic Experts Group

JSON JavaScript Object Notation

KDI Korea Development Institute

LIME Local Interpretable Modelagnostic Explanation
LOF Local Outlier Factor

LOS Length Of Stay

MAD median absolute deviation

mAP mean Average Precision

MC Medcouple

MIT Massachusetts Institute of Technology

ML Machine Learning

MLMD Machine Learning—enabled Medical Devices
MONAI Medical Open Network Al

MP Meaningful Perturbation

MRI Magnetic Resonance Imaging

OECD Organization for Economic Cooperation and Development
OpenCV Open Source Computer Vision

oslI Open Source Initiative

PACS Picture Archiving and Communication System
PMCF PostMarket Clinical Followup

PNG Portable Network Graphics

PPV Positive Predictive Value
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PSUR

Periodic Safety Update Report

ROC Receiver Operating characteristic Curve

ROS Random Over Sampling

SaMD Software as Medical Device

SHAP SHapley Additive exPlanations

SMOTE Synthetic Minority Over-sampling TEchnique
SOP Service-Object Pair

TAI Trustworthy Al

TEE Trusted Execution Environment

TR Technical Reports

TRL Technology Readiness Level

TTA Telecommunications Technology Association
UClI University of California Irvine

UNESCO United Nations Educational, Scientific and Cultural Organization
UW Health University of Wisconsin Hospitals and Clinics
UX User eXperience

WAV Waveform Audio File Format

WEF World Economic Forum

WHO World Health Organization

WIT Whatlf Tool

XAl eXplainable Al

XML eXtensible Markup Language
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